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1 Introduction

This report forms the fourth deliverable in the PSIRP Architecture series. The first report D2.1
set down some high level principles for the architecture, along with a review of the state of the
art. D2.2 provided an initial architecture concept, while D2.3 provided much greater detail of
the architecture components and their interfaces.

In this report, we do not attempt to provide details of the overall architecture and all of the
components. Readers requiring a wider technical overview should see D2.3. Instead, we
provide updates on selected components; namely forwarding and the inter-domain topology
formation. This report also concentrates on the key cross-component discussions of identifiers
and security. The reason for the selection of these four topics is that they are all tightly related
within the architecture. Inter-domain topology formation provides the route information to the
forwarding components. How the route is selected, and how the information is forwarded
across the network to subscribers are key security problems, and identifiers (in the form of
Forwarding Identifiers or FIds) are at the heart of the network.

Being able to relate network identifiers, without understanding the information that they relate
to, can be a powerful tool for the network components, transport services, and other
middleware. However, such relationships can also be used to infer confidential information or
to coordinate attacks. We have previously demonstrated such algorithmic identifiers (Alglds)
in the use of the zFilter in the forwarding component, where the zFilter is related to a set of
Link IDs, forming the multicast tree to the subscribers. Without security it may be possible for
onlookers to analyse the path of the information (such as determining the sender or
receivers), or to choose unauthorised paths within the network, even deliberately setting up
loops or flooding the network and receivers.

Although we have previously presented Packet Level Authentication for forwarding security,
we have not shown how this lowest level security check relates to the demands of other
architecture components and the end users themselves. In this report we show that all of the
users, components and third party (security) services within the PSIRP architecture are
connected in order to achieve their legitimate goals.

The remainder of the deliverable is organised as follows. Section 2 introduces our current
work on algorithmic identifiers before presenting the updates on forwarding in Section 3.
Significant focus is placed on our security architecture, presented in Section 4. The updates
on inter-domain topology formation are given in Section 5, before concluding this document in
Section 6.
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2 Algorithmic IDs

The following section presents our current work on algorithmic identifiers. We outline usage,
technical approaches as well as examples in the various subsections.

2.1 Introduction

Information delivered across a PSIRP network may, of course, have complex associations.
The actual meaning of the information, and hence the subtlety of such associations, can only
be understood by the applications and end users. One item of information may be a film,
whereas another item is the biography of an actor or a piece of music used in the film. Such
associations may only ever exist outside of the network in people’s minds, or they may be
facilitated by search and indexing services (e.g., IMDB [IMDB]).

Associations may also be more explicit, using semantic languages or ontologies to describe
the meaning of information and hence its relationship to other items. Finally, information can
include direct references to other pieces of information (such as the inclusion of a PSIRP
Rendezvous Identifier (Rld) or some other application identifier that can be resolved to a RId).

All of these approaches are permitted, and expected, to be used, since the PSIRP network is
deliberately agnostic to the information it carries, as outlined in its design principles [PS109a].

It is also possible for relationships to be expressed and understood by middleware, transport
services or network components, in order to improve the performance of either applications or
network functions. This is the subject of the work presented here. We use the term Algorithmic
Identifiers (or Alglds) since we originally assumed that solutions would create graphs of
identifiers through automated algorithms. Subscriber-side services can then apply the same
algorithms to subscribe to the related information. As we shall see later, our work has also
moved beyond these applications of Alglds to methods of tagging information in the network.
In the next section, we motivate the work by exploring a number of potential applications of
such schemes.

2.2 Usage of Algorithmic Identifiers

In this section, we examine a wide range of potential network uses. . It is important to note
that these examples do not represent the final thinking with respect to these functions, e.g., in
the error control area. They merely outline potential usages for algorithmic identifiers. Only a
thorough future evaluation will shed light on their applicability within the wider PSIRP
architecture. Furthermore at this stage, we do not consider whether such functions would be
applied on network equipment such as routers, on the end host as part of the protocol stack,
or as in-path services

2.2.1 Subscription Management

In network architectures such as PSIRP or publish-subscribe overlays, such as Scribe
[Cas02a] and Bayeux [Zhu01], the subscriber selects and subscribes to individual identifiers.
Since such identifiers should be uniformly distributed throughout the identifier space in order
to avoid routing hotspots, the selection of contiguous identifiers through the use of wildcards
or identifier ranges is not meaningful. Thus, in order to select a range of information
communicated over multiple identifiers, other mechanisms are required. PSIRP provides
scopes (denoted by Slds, see [Psi2009a]) within which individual information identifiers (Rlds)
are published and subscribed. It is therefore theoretically possible for a subscriber to
subscribe to an Sld to receive information on all subordinate identifiers (which may be Rlds or
other Slds arranged hierarchically). However, scopes within PSIRP are intended for a different
purpose, not for replicating the hierarchical topic-based structures found in Message Oriented
Middleware products. In PSIRP, a subscription to an Sid is only intended to provide control
information for the delivery of the underlying Rlds. A component of the PSIRP rendezvous
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system subscribes to a Sld to receive subscription messages for underlying Rlds along with
policies to manage the communication over these Rlds. The rendezvous system component
is not interested in receiving the actual data published on the RIds since this should be
forwarded directly towards the end subscribers.

We can envision that there are several alternative semantics for publishing and subscribing to
identifiers structured in a hierarchy (it is important to note that these semantics do not reflect
particular semantics at certain interfaces, such as on service level, but publishing actions
throughout various level of our architecture). Publishing to a (non-leaf) identifier within the
hierarchy can result in three actions:

(1) The information is sent over the network on the specified identifier. No function is used
to generate additional Alglds for the publisher.

(2) The information is sent over all identifiers that are reachable in the hierarchy from the
specified identifier (including the specified identifier). A function can be used to derive
the subordinate Alglds.

(3) The information is sent over all identifiers that are (common) antecedents in the tree
(including the specified identifier(s)). A function can be used to derive the antecedent
Alglds.

In Message-Oriented-Middleware (MOM) topic hierarchies, typically the first option is used,
therefore the topic is used to carry information about the aggregate concept (for example
information about a company division). In PSIRP, scopes have a similar semantic where
publications to a scope provide meta-data such as policies to control publications to Rlds
within that scope. Similarly, subscription to an identifier can result in:

(1) Subscription to information carried over the network on that identifier.

(2) Subscription to information on (that identifier or) any descendent identifiers in the
hierarchy.

(3) Subscription to (information on the identifier(s) or) any (common) antecedent identifiers
in the hierarchy.

Typically, a topic-based MOM will implement the second semantic option for the subscriber. A
subscriber to a topic will receive information relating to the aggregate concept, along with
receiving all the information sent on underlying topics (providing a quick subscription to many
channels). In contrast, PSIRP scopes implement the first semantic option.

If all options are available, an application of algorithmic identifiers must take care to match the
publication and subscription semantics. For example, choosing the second option for both the
publisher and the subscriber would result in the information being delivered multiple times
over different identifiers.

2.2.2 Forwarding State Aggregation

Similar to subscription aggregation, algorithmic identifiers may also perform a role in the
forwarding function. In such networks, links, waypoints or intermediate networks may be given
identifiers that are used to control the forwarding of information. This concept is less useful in
overlay identifier-routed networks where traffic is forwarded via the rendezvous point, but is
applicable to networks with separate forwarding path specification. Since the PSIRP network
architecture separates a (fast) forwarding path from the (slow) rendezvous path, such
techniques are applicable to PSIRP. PSIRP specifies forwarding links using Forwarding
Identifiers (Fids, see [Psi2009a]). Thus, we can consider that these can be either
algorithmically generated or aggregated into longer path identifiers. One algorithm already
considered within PSIRP is to aggregate separate Flds within a Bloom filter in the packet
header (see Section 3).
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For security reasons, the Flds within the PSIRP forwarding network are volatile as subscribers
remove their interest in information. Thus, functions can also be provided to determine how
such Flds are cycled. Trusted publishers, or topology formation components, may use secret
parameters to Algld functions in order to be able to determine how the forwarding identifiers
change over time.

2.2.3 Caching

To perform effective caching, we must identify useful chunks of information. For example, it is
probably of little use to collect a few frames of video without the associated meta-information,
or at least it may be more useful to retain complete frames than frame deltas in the case a
cache needs to perform selective dropping. The cache therefore needs to be able to identify a
complete useful set of information to be cached. This could be achieved if such a set were
identified by an identifier and the cache was aware of how many related identifiers were
children of such a set identifier. For example, an instruction could be sent along with an item
of information that the identifiers of related ‘siblings’ in the useful set are generated using a
sequence number 71..N, a function f, and a set identifier S.

2.2.4 Coding

It is possible that the same information can be sent over the network using different
encodings. Such encodings may be lossless, preserving the original information, or may
transform the information (e.g., compaction to different video bitrates). Such encodings may
be identified automatically by generating Alglds. An application that wishes to adapt its bitrate,
would therefore be able to automatically generate the Algld of the required encoding and
subscribe to this new information feed. Alternatively, mobility to a different device with a
different screen size or audio capabilities might also result in subscription to a different
encoding. This approach would also work for layered video, where each layer would be
identified with an Algld produced from the original information identifier.

2.2.5 Return Path

Many applications may wish to operate in a client-server type of mode. One communication
pattern for implementing such a client-server relationship over a natively publish-subscribe
paradigm (such as provided by PSIRP) is for the server to subscribe to an identifier to receive
requests for information. To return the response, the client also needs to subscribe to an
identifier. The identifier used for this return path may be automatically generated as an Algld.
Thus, a request-reply transport layer operating over a publish-subscribe network might
automatically subscribe to the reply Algld before sending the request on the original identifier.

2.2.6 Flow Control

In the discussion on coding, we have already touched on how an application (or transport)
might adapt its receiving rate by subscribing to different compactions of the information with
corresponding Alglds. However, Alglds could also be used to perform flow control without
alteration of the information. A simple example is that the information could be sent at different
rates using different Alglds. Alternatively, an Algld derived from the content delivery identifier
could be used for signalling information to control the sender rate (like TCP). Any application
wishing to adapt the rate for a particular identifier would send requests to the Algld
automatically.

2.2.7 Content Fragmentation

Fragments of content (such as BitTorrent pieces) may be sent by using Alglds. Any
application wishing to receive a complete item of information can generate and subscribe to
the identifiers for each fragment, instead of requiring that these be explicitly listed in content
meta-data. Such fragmentation can also be structured semantically — e.g., voice, video,
biography, trailer etc. components of a movie.

PSIRP 7(59)
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2.2.8 Sequence Numbering

Any application wishing to produce a sequence of information items may use Alglds for each
item in the sequence produced from a sequence identifier. For example, the temperature
reading from a sensor may be identified by a single identifier. Each separate reading is then
allocated an automatically generated Algld. Any application wishing to follow the sequence
must adapt its subscription ready so as to receive the next item in the series. This allows
previous items to be repeated without burdening applications that have already received
them.

2.2.9 Error Control & Reliability

Similarly to flow control, an Algld can be automatically generated for any application that
wishes to receive network delivery errors associated with another information identifier. Other
Alglds may then be used for the retransmission of information. Using an Algld for error
correction allows a sending application to retransmit information without burdening multicast
listeners who received the information correctly. Separate Alglds may also be generated to
transmit logs of the information that is being sent over other identifiers so that applications can
detect missing deliveries.

2.2.10 Announcements

Prior to sending information, announcements may be sent over corresponding Alglds. These
announcement channels may carry announcements for a variety of other identifiers. Thus, an
application can subscribe to a few announcement Alglds, covering its broad information
interests. When an announcement is received, they can then join the correct rendezvous
identifier to receive the information, reducing the average subscription state in the network
and allowing receivers to pick and choose which information they receive over a rendezvous
identifier.

2.3 Technical Approaches

We have explored a range of solutions that can enable some, or all, of the applications
described above. In brief we split such solutions into two categories:

e algorithmic identifier schemes where identifiers are created using functions of other
identifiers;

e relational tagging schemes where tags are applied in the packet header to form
relationships between two otherwise (seemingly) random identifiers.

We can immediately see that the two solution categories have a number of key differences.

Algorithmic Identifiers Relational Tags

Relationship is known before the Identifiers can be related at any point
generation and use of the identifier

Relationship is fixed Relationships can dynamically change through thg
removal, modification or addition or further tags.

Only the producer of the identifiers can Any party can tag information within the network
make relationships

Relationships are universal Different publishers may assert different relationships

Potential receivers can subscribe tg Receivers have to have current subscriptions in ordef
related information in advance to receive tags

PSIRP 8(59)
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2.3.1 Algorithmic Identifiers

As we have discussed, in the algorithmic identifier schemes, identifiers are created to form a
relationship graph from other identifiers. Two specific sub-cases are especially worth
considering:

e an identifier is generated from another single identifier
e an identifier is generated from multiple identifiers.

For example, a single root identifier can be used to construct a tree, representing both parent-
children relationships (such as fragments of content) or sequences (either as ordered siblings
or as a path from the root). Multiple root identifiers will result in multiple disconnected trees.
Trees can be extended at any time, but can never be merged. Cyclic relationships are not
possible, except from accidental collisions resulting from the functions used to generate the
identifiers (for example hash functions).

By knowing an identifier, it is possible for a receiver to generate related identifiers (although of
course such identifiers may not exist). Depending on the function used, it may be possible to
generate antecedent identifiers. For example, if the function is a block cipher, and the
branching order is known, then the child identifier and branch number can be used to recreate
the parent identifier. If the branch number is not known, then a set of possible parents may be
surmised (and an even larger set of possible grandparents, siblings etc.). If a one-way
function is used, then it is only possible to generate descendent identifiers.

In the second case, the related identifier is formed from multiple parents, for example using a
Bloom filter. In this case information is lost, and it is not possible for a potential receiver to
generate the parent identifiers from that of the child. Since any two or more identifiers may be
used, or re-used, the resulting information structure is a directed graph. Once an identifier has
been created, no new antecedents may be added to the graph.

2.3.2 Relational Tags

Relational tags seem to have much to offer due to the flexibility they provide. However, the
fact that a receiver cannot determine (all) their subscriptions in advance may prohibit their use
for many applications. We can consider two sub-categories of relational tagging schemes:

e where tags are sufficient to produce the related identifiers
e where tags can only be used to test relationships between two known identifiers

In the first case, the tag may actually be the related identifier(s). This is perhaps the most
flexible of all options, allowing the receiver to determine directly all related identifiers, yet also
enabling different publishers to assert different relationships amongst already existing
identifiers. However, the obvious drawback is the space that is required to list all the related
identifiers (and their relationship in a graph from the original identifier). This approach has
been used in previous work for the indexing of messages on multicast announcement
channels [Sop03].

Alternatively, tags may be combined algorithmically with the first identifier to produce one or
more related identifiers. This can be considered as a hybrid scheme combining some of the
properties of both algorithmic identifiers and relational tagging. Thus, different publishers can
create different related identifiers from a common root identifier, but are still unable to relate
existing identifiers.

In the second case above, tags are created from two or more related identifiers. Since the tag
represents a compacted form of the identifiers, it cannot be used to generate the related
identifiers, but only to conduct probabilistic testing of the relationship. A technical
implementation of such a scheme would be a Bloom filter formed from related identifiers.
Different relationships in a graph of information can be represented in multiple tags (for
example on tag for siblings, one for children). The use of zFilters in the forwarding design and
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implementation (see Section 3) can be considered as such a tag, signifying a relationship
between the packet and a set of forwarding identifiers (Flds).

2.4 Suitability of Technical Approaches

In the previous section, we outlined a number of broad technical schemes without going into
the details of possible functions. This provides us a sufficient starting point to comment on
how these different approaches can meet the requirements of the application outlined earlier
in this report. It is important to note that the hybrid algorithmic identifier/relational tag scheme
is not considered since its applicability for the applications can be considered largely similar to
the algorithmic identifier scheme from which it is extended.

Application | Algld (single| Algld  (single| Algld (multiplel Tag (identifierf Tag (test
parent parent  one- parent) list) only)
reversible) way)

Subscription | Y P N Y N

Forwarding N N Y Y Y

Caching Y P P Y N

Coding Y Y N Y N

Return Y Y N Y N

Flow Y Y N Y N

Fragmentation| Y Y N Y N

Sequencing | Y Y N Y N

Error &Y Y N Y N

Reliability

Announcemen| Y N N Y N

ts

Y=mostly suitable, P=Partly Suitable, N=not suitable

The above table provides only a guide to the suitability of the schemes to the various
applications, and we do not have room in this report to detail our full discussions. As an
example, let us consider the suitability of the schemes for subscription management. In
subscription management we may need to perform the following actions:

e calculate and subscribe to sub-information categories
e calculate and subscribe to super-information categories
e calculate and subscribe to meta-information categories.

The calculation of identifiers by the receiver means that schemes providing testing of
relational tags are not sufficient, whereas listing related identifiers is capable of expressing
any relationships. The bi-directional ability is required to calculate and subscribe to both child
and parent information categories. Algorithmic identifier schemes with multiple parents can
only be used to calculate identifiers that are used to transmit information relevant to those
subscribing to an exact set of existing identifiers and is considered too narrow to be useful.
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2.5 Constraining the Generation of Algorithmic Identifiers

We have considered several schemes that allow a potential receiver to generate and
subscribe to algorithmically generated identifiers. What we have not considered so far is how
the receiver knows which identifiers (in a potentially infinite graph) are valid and useful for
their requirements. For example, how does a receiver know how many fragments comprise an
item of content? It may be that the application will have a constant number of related
identifiers. However, in other cases, it seems clear that some information must be signalled
from the generator of the algorithmic identifiers to the potential receivers. One option is to
signal such information from the publisher along with the identifier(s) from which the receiver
should start the graph construction. This can occur as part of the (meta-) information payload,
which is received by the application and then signalled to the transport or network functions.

Another approach is to include some structure information in the packet along with the
algorithmic identifier. For example, the last identifier at the end of a sequence or the leaf of a
tree can have an associated flag that indicates that a receiver should not attempt to generate
any further identifiers. Of course, this approach only works if the receiver has received such a
packet and is not simply trying to generate and subscribe to such identifiers in advance. A
more general approach would be to signal structure information along with the root or other
key identifiers to which we expect the receiver has already subscribed. For example, the
publisher can indicate that there are 100 fragments in a two-layer tree. Such information may
be included in the packet header along with the root identifier, but can also be considered
information in its own right and transmitted on a separate identifier. This identifier is, of
course, generated algorithmically from the root identifier. In the next section, we briefly
discuss how to disseminate information related to algorithmic identifiers.

2.6 Information Dissemination and Conventions for It
We can see that there are several types of information that need to be disseminated for an
algorithmic identifier scheme to operate. These include the following knowledge:

¢ How algorithmic identifiers in the information graphs relate to application or transport
concepts. For example, knowing that the first sibling is used for retransmission
requests.

e The limits of the information graph. For example, knowing that there are only 20
fragments of an item of content. Alternatively, for actual lists of related identifiers, the
knowledge of the list itself.

e The algorithmic identifier scheme being used (if not universal)

e The function used in the algorithmic identifier scheme (since different functions may be
‘pluggable’ into the same scheme).

e Any secrets such as cryptographic keys that are required to make the associations
between identifiers.

There are a number of conventions for disseminating this information:

e The information may be universally true. For example, if only one algorithmic identifier
scheme is implemented (e.g., structure of the packet header).

e The information may be universally true for a specific application or a transport
protocol (e.g., structure of transport header, knowledge of relationship meanings).

e The information may be transmitted outside of the algorithmic identifier
implementation, e.g., in the payload of previous transmissions.

e The information may be signalled in the packet or in an extended transport header. For
example, a relational tag may be included in the packet header.
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e The information may be transmitted using a Rendezvous Identifier to which receivers
subscribe. In this case, we have the related problem that the rendezvous identifier
must be obtained through one of the means listed previously. This fits with the PSIRP
paradigm that all information can be separately addressed using Rlids.

As an example, we consider the relational tagging scheme described earlier where the tags
are actually the related identifiers. These related identifiers can be described in a format such
as XML that can be used to provide ordering and structure to the listed identifiers. For a
generic scheme, XML would describe relational properties in a graph, such as children,
parents, siblings etc. In more specific application schemes, XML could also attribute meaning
to the relationships (e.g., error control, error retransmission).

In this example, this information about related identifiers is in itself given a Rld. The next
problem becomes how to relate the root information RId with this new RId describing related
information. One method would be to standardise an optional field in the packet header to
transmit this first related RId through which all other related Rlds can be obtained. The
advantage of storing as much relational information at the edge is obvious since it provides
the most flexibility and mitigates some of the concerns over state in the packet, especially for
those who have no interest in the related information.

A drawback of such an approach might be that there will be a significant latency between
receiving a packet comprising the root information and knowing about the related identifiers.
Thus, this scheme may not be sufficient for transport protocols. Of course, it is possible to
operate multiple algorithmic identifier schemes simultaneously. For example, some
applications may use the optional related information identifier field, whereas others may
apply an algorithm to the original identifier to directly calculate a smaller fixed number of
related information identifiers that are required immediately. The presence of such schemes
may be simply assumed by the transport or application or may be signalled using a code-point
in the packet header.

2.7 Security

The use of algorithmic identifiers exposes the system to a couple of potential attacks. Any
eavesdropper can attempt to use the algorithmic identifier relationships to expose confidential
information. Whereas normally the payload can be encrypted and the identifier (Rld) may
appear random, the use of algorithmic identifiers allows the eavesdropper to identify
relationships in the information that is being received. The structure of such relationships,
along with other characteristics such as the size of the information (pieces), can be used to
infer the information that is received.

Other potential attacks can come from illegitimate senders abusing the algorithmic identifier
schemes. For example, a malicious sender might assume that subscribers are also
subscribed to a range of algorithmic identifiers and use these to conduct Denial-of-Service
attacks or attempt phishing attacks on identifiers on which the subscriber is expecting
legitimate traffic. These attacks should not be possible if the algorithmic identifiers are subject
to the same security constraints as the original information identifier. Any party incapable of
sending to the original identifier should be incapable of sending to any related algorithmic
identifier.

One method to maintain the confidentiality and integrity of the algorithmic identifier schemes is
to use a secret key during the generation of the identifiers. If this approach is taken, the
function used to generate the algorithmic identifier must have good security properties (such
as a block cipher or a secure hash function). Simple bit-wise operations will not provide any
protection against an attacker gaining the key since the plain and cipher text pairs (the original
and algorithmic identifiers) are easily available through eavesdropping on the network near
the publisher or the subscriber.
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The use of relational tags should have similar security controls. It may appear sufficient that
only the publisher of a rendezvous identifier should be able to insert the relational tags. These
tags may be protected using Packet Level Authentication along with the rendezvous identifier
and other packet header fields. However, the transport service example below shows a
requirement for these relational tags to be written by parties subsequently to publication, and
in theory there is no reason why identifiers should not be related at any point in their lifecycle
by other parties. Thus, in some applications these relational tags may remain unprotected, or
alternatively their integrity may be assured using different keys to those of the original
publisher.

In general, since algorithmic identifiers and relational tags are meant to provide an extremely
quick method of relating information (since a longer approach can always be provided by the
application payload), security mechanisms should be as lightweight as reasonable. We can
exploit techniques such as caching previously checked relational tags.

2.8 Example: A TCP-like Transport Service

In this section, we consider how some of the ideas we have introduced above can be used to
support a transport service for PSIRP, providing similar properties to TCP. It is very important,
however, to realize that what we present in this section is only an example of what can be
done with algorithmic identifiers. In no way do we suggest that these transport protocols
should actually be adopted as described. On the contrary, studies on transport protocols
design and realization are only at the beginning in our project.

Whereas TCP provides a full duplex service between two hosts, in PSIRP it makes more
sense to consider a simplex service from the publisher to a number of subscribers.

Removing the concept of endpoints from TCP, we can observe that there are several pieces
of information that can all be separately addressed using Rlds in the PSIRP architecture. The
primary RId is used to transmit the application information from the publisher to the
subscribers. This information, for example, may be a video stream. TCP also inserts its own
information such as a sequence number and a checksum. In PSIRP, we can consider
similarly packaging the application payload with a transport header without changing the Rid.

The subscriber will return transport-related information, such as the window size and
acknowledgement number, to the publisher. Since information flow in PSIRP is one-way from
a publisher to a subscriber, this information must be carried over one or more additional Rlds
to which the original publisher can subscribe. Since PSIRP provides multicast forwarding
paths, it is unlikely that the publisher will want to receive an unknown number of receiver
responses. However, we assume that there is a set of Rlds to which the publisher can
subscribe to receive aggregated flow and error control information from the receivers, and a
different set of Rlds on which the receivers send their individual information. We assume that
there is a sequence of forwarding nodes in the network and that each has an associated
manager to perform feedback aggregation. Between each feedback manager, we require
another set of Rlds corresponding to different levels of aggregated feedback information.

The publisher will use an algorithm to automatically calculate the RIds on which flow and error
control information are to be received from the nearest network feedback manager, and it will
subscribe to these before publishing any information on the original identifier.

For the purposes of this example, we assume that each successive feedback manager needs
to subscribe to different Rlds to receive the next set of successively finer-grained feedback
information. This can be achieved by the feedback manager writing a relational tag into the
packet header. This tag is used as an input into the algorithmic identifier function to produce a
different set of feedback Rlds to which it subscribes. Each successive feedback manager then
uses the received tag to calculate where it should send feedback information to, before
changing the tag to receive feedback information from the next set of feedback managers,
and ultimately receivers.
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Once the feedback con-cast tree is created, receivers can request the retransmission of lost
or corrupted information. One option is to use a single retransmission channel, again with a
separate RId, which the publisher and receivers calculate automatically from the original
information RId.

An alternative approach to using feedback aggregation is to selectively manage the feedback
directly from the subscribers. This approach is used in TCP-Friendly Multicast Congestion
Control (TFMCC) presented in IETF RFC 4654. If this approach is taken, the algorithmically
generated identifiers can be used to suppress the feedback and receive congestion reports
from the subscribers. In other schemes, the subscribers may use algorithmically generated
identifiers to communicate with each other in order to co-ordinate their feedback.

As we have already mentioned, although this is an interesting example of how algorithmic
identifiers could be used, in practice other methods of flow control are more suited to multicast
networks. Later we present another transport use case, which uses layered fragmentation or
coding to allow each receiver to control the information flow.

2.8.1 An Extended Transport Service

In the TCP-like transport service above, we implicitly assumed that fragmentation would occur
using a transport header to provide sequencing information, while maintaining the original Rld
for every packet.

In this section, we explore how algorithmic identifiers can also be used to supplement the
original RId for the purposes of fragmentation of information and sequencing of network
packets. This is mainly a theoretical flight-of-fantasy to explore how far we can push the use
of algorithmic identifiers since we do not expect the network subscription performance to allow
such dynamic usage.

We start by assuming that a set of subscribers is already listening to an Rld that tentatively
relates to the overall content that they are interested in receiving. Since we also assume that
the content is fragmented and that each fragment is assigned to a packet with a separate Rid,
it will be necessary for each subscriber to identify and subscribe to these fragment identifiers
in order to receive the full content that they are expecting.

A simple approach would be to utilise a scheme that lists the fragment identifiers. Each
subscriber (transport service) would receive a first packet on the original content identifier.
This packet would contain as a payload a structured list of identifiers that can be processed by
the receiving transport. The transport will then subscribe to and receive each fragment and
reassemble the content on behalf of the application. Instead of using the general error
feedback identifier in the first example, the transport can now explicitly request lost or
corrupted packets on error control identifiers of their own. This can be used to scale
distributed content systems where different fragments are shared from different servers
(which can then subscribe to their own proportion of the error control information).

Alternatively, we can use an algorithmic identifier scheme to automatically generate the
identifiers of the fragmented packets. The subscriber transport would automatically generate
(e.g., using a hash function) a list of fragment identifiers and subscribe to them in advance.

This highlights the requirement for some delimitation to be disseminated from the publisher to
the subscriber, since otherwise the subscriber would not know how many fragments to
subscribe to. One way to achieve this would be for the ‘original’ content identifier to not
contain the first packet of the information, but instead convey meta-information about its
delivery. This meta-information could include the first packet identifier (if the original identifier
is not used as the first element if the algorithmic scheme), the function used, and information
to limit the application of the function (e.g., number of steps in a hash chain, index of first and
last leaf of a tree etc.).

Although the exploration of using separate Rlds for each fragment is interesting, it has
potentially major flaws in terms of performance, since the subscriber will potentially suffer from
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some delay in the many subscriptions it must create, and there are other problems in
synchronising the receiver subscriptions before sending each fragment.

2.8.2 A Layered Multicast Transport Service

Another approach to flow control over multicast is to let the receiver manage their rate by
providing layered multicast channels. The basic principle is that the receiver can then join the
channel, or channels, that in combination deliver the information at the desired rate. One
technique is simply to have different flow rates (for example different video encodings) on
different multicast channels. A more sophisticated approach would be to fragment the content
(allowing the subscriber to receive multiple fragment simultaneously), or in the case of real-
time streams to use a layered encoding [Bye02] [McC96].

If we use this approach, then each layer must be transmitted using a separate Rld so that the
receivers may selectively subscribe to it. We can use an algorithmic identifier to produce the
set of such Rlds for the individual layers, or transmit a list of layer Rlds to the subscribers.

Each subscriber can monitor the congestion they are causing (e.g., through packet loss or
congestion marking) and adapt their receiving rate accordingly [EIKO1][Cho09]. It is even
possible that the receiver may receive such layers from different publishers and drop channels
that are causing the most network congestion.

Alternatively, or in combination with receiver control, the packet forwarders in the netw